PATENT ABSTRACTS OF JAPAN 



(1 1 publication number : 2003-1 62601 

(43)Date of publication of 06.06.2003 
application : 



(51)Int.CI. G06F 17/60 

G06F 12/14 
G06F 15/00 



(21 Application 


2002- 


(71)Applicant : 


: HEWLETT PACKARD CO 


number : 


237927 




<HP> 


(22)Date of filing : 


1 9.08.2002 


(72)Inventor : 


ERICKSON JOHN S 








SCHLAGETER MARK 



(30)Priority 

Priority 2001 941615 Priority 30.08.2001 Priority US 

number : date : country : 



(54) PROXY SERVICE PROVIDING APPARATUS 
(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an apparatus providing proxy service 
between a client platform and a remote contents provider providing electronic 
contents. 

SOLUTION: The apparatus is provided with a means to receive and interpret 
requests for electronic contents of the contents provider from the client platforma 
means to transmit the requests to the contents provider and receive data 
including at least one marker indicating locations of information operating/policy 
performing remote servers suitable for the requested contents and a means to 
interpret the one or more markers and transmitinstead of the client 
platformrequests for transmitting a clear contents version of the contents to the 
client platform when requirements of information operating/policy performing 
service are satisfied. 



CLAIMS 



[Claim(s)] 

[Claim 1]It is a device which provides proxy service between one or more client 
plat forms and one or more remote plat forms(a) Receive and interpret a demand 



of a client plat form to electronic contents or information on a remote plat formA 
function to transmit said demand to said remote plat formand to receive dataor (b) 
— a means to perform both both [ either or ] which receive data which is typical 
information or contents with which said remote plat form is provided from a client 
plat form[ have and ] Said data includes at least one marker showing a location of 
manipulation of information / policy operation remote service suitable for 
information or contents required or provided. 

When said one or more markers are interpreted and requirements for manipulation 
of information / policy operation service are satisfiedsaid device(a) A function 
which transmits demand of providing said client plat form with said information or 
a clearance contents version of contentsinstead of said client plat formor (b) — a 
proxy service provision system constituted so that it might have a means to 
perform both both [ either or ] which transmit demand of providing said remote 
location with said information or a clearance contents version of contents to 
suitable manipulation-of-information policy operation service. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]Especially this invention relates to the flexible plat form 
which supports the right management method and other manipulation-of- 
information policies only for an information technology network 
environmentconcerning electronic right management generally. 
[0002] 

[Description of the Prior Art]Copyright is intellectual property rights granted to 
the original author of a specific kind of workand the original author can manage 
various directions of the work according to copyright. Copyright is for protecting 
literaturea dramamusicthe work of fine artsa publicationsound recordinga movie 
(video is included)and the original of broadcast (cable broadcasting and satellite 
broadcasting are included). 

The right provided by copyright reaches various fieldssuch as a duplicate of the 
work which is the target of protectionadaptationsdistribution of a duplicatea public 
performanceand broadcast. 

In many casesan author has the right to have it specified that it is its own 
workand the right to make an opposition to defamation and modification of its own 
work. Since the right of loan is given to sound recordinga movieand the copyright 
person of a computer programthe license delivered by the copyright person for 
carrying out by lending out such a work publicly is needed. 

[0003]In recent yearselectronic preservation of contentssuch as sound recordinga 
literary workand a movieis becoming increasingly generaland commercial 
distribution of such electronic content is performed from the former at retail 



storessuch as a record shop and a bookstore. Although there are many 
advantages in the commercial distribution of the electronic content through an 
information technology networkit is not necessarily widely adopted as the author 
or the distributor of such contents. The main Reason is concern of a third party 
reproducing and selling and becoming easy to distribute such contents unlawfully 
as a result. For this reasongreat efforts have been paid towards development of 
the technical protection measure of preventing the unjust duplicate of electronic 
content. 

[0004]An illegal duplicate is comparatively easyand for a content providerthis 
[ digital contents' ] is also convenient and is also inconvenient. That isalthough it 
is desirable that contents can be distributed by one side as widely as possible 
(value increases and it counts also upon acquisition of big profits)payment is 
wanted to still be made certainly for every salei.e.do not infringe on copyright. In 
order to prevent the above copyright infringementa content provider tends to 
adopt a digital protection method (usually based on encoding technology). This 
method is b with difficult restriction of distribution that it is hard to use for a 
consumer. There is a possibility that it may be cancelled by the free illegal method 
with which a user tends to operate the contents of c EQC which requires expense 
for management. 

[0005]One of the known protection methods is provided from Microsoft Digital 
MediaSystemand electronic content is provided with a key. The user cannot 
reproduce contentsunless it acquires a key corresponding from a regular 
keyserver. The main faults of this method are that the connection with a user's 
playback equipment is strong. That iswhen reproducing the contents protected by 
this methoda device for exclusive use is needed. 

[0006]Generallysubstantial encryption of the work is included in known digital 
rights management and protection method. 

Reproduction of the contents reproduced and reproduced is difficult. 
The digital-rights-management (DRM:Digital rights management) art used now is 
known by the user also as a secure container. That isby this artan original file 
format is defined and arbitrary media files are encapsulated to secure one in it. 
[0007]For examplethe art for definingusing and operating a right management data 
structure to US61381 19B is shown. In this Descriptionsafe and secure 
preservation and transmission of digital contents are realized using the concept of 
a secure digital container. Since an alteration is difficult for such a containerthe 
digital information of arbitrary formssuch as a textgraphicssoftware that can be 
performedan audioand videocan be used for package-izingfor example. Howeverthe 
situation where secure contents can be used is limited by this method. 
[0008]In another systemplug-insecurity function is provided to specific media 
formats (Adobe (trademark) PDF etc.). A software plug-in business modelVideoan 
audio (connectable codec)multimedia (connectable execution program "extends" a 
program)Although the Creativity tool (filter which extends the Image Processing 
Division tool)a web browseretc. have been used for extension of application over 
many years in other specific commercial scenesonly Adobe Acrobat (trademark) 



provides the security function now. 

A third party's developer can develop uniformly DRM which functions in a specific 
format using Acrobat TM. 

Howeverthe method of using it by this system is restricted by the function of a 
target format (PDF). That isby this methodthe format which can guarantee 
security is limited to one kindand the kind of media is limited. 
[0009]The provider of digital information productsa brokerand consumersAn 
information producer presents intellectual property rights (IPR)and it is afflicted by 
"fragmentation of policy operation" without the consistent plat form which asserts 
an IPR policy (policy showing the rule to which brokerssuch as a wholesalera 
retailerand a libraryoperate information especially). Displaying such information for 
usersthe plat form where it was [ for interpreting and carrying out a policy ] 
consistent does not exist. The consumer in connection with transmission of 
private data and reuse releasable in the middle of a network transaction is not 
necessarily carrying out the policy which prepares the too consistent plat form 
and operates individual information under the controleither. 

[0010]Generallythe user in connection with an information value chain wishes to 
receive informationafter presenting the policy about handling or processing of 
information thought to be a policy demanded about the handling of the information 
to operate. In known artthis problem is unsolvable by the consistent systematic 
method. 

[001 1]The concept of using proxy service for filtering of contents and adaptation 
is known (a "proxy" only means "the authority which the substitute was given" in 
a broad sense). For examplefiltering based on the rule for removing the 
advertisement etc. of contents which are not desirable is the newly generated 
work. By removing specific data from the data which a computer receives 
especially via a network at US599601 1B with a filter has described the system and 
method of restricting access to the received data. The method of the computer 
base which filters the text data or the target text data which is not preferred from 
the World WideWeb page which the computer connected to the Internet receives 
is shown by one embodiment. In the Internet or Internet environment in 
US6119165BA function is added to the proxy server which supports many 
clientsand there is description about the system which enables it to provide a 
specific client with a software module based on the characteristic of a client. In 
this waythe downloaded module is performed by the client which set up the two- 
way communication link of a proxy server and a client. With a bidirectional linkthe 
status display in the client side which uses the window of a client plat formfor 
example becomes possibleand a virus scanfiltering of contentsbandwidth useetc. 
can display the present status of a proxy server. In other applicationsthe offer 
origin of the bulletin board of an organizationa news channeland a common 
software patch can be built with the downloaded module. 
[001 2]It is acquired from the Internet computer network with the server of a 
remote Internet Service Provider by US5987606BThe system which filters the 
Internet contents transmitted to a local client computer is shown. At least one 



filtering methodssuch as a filter implicative in this systemand an exclusive filterAt 
least one filtering elementssuch as a list of the site permitted or sites which are 
exceptedare compared with the specific Internet requests generated with the local 
client computer. In this casealthough the filtering method is mounted in the ISP 
servergenerally this kind of filtering service and adaptation service may be applied 
to any of the halfway point of a client sidea serverand both. It is not necessary to 
limit filtering and adaptation to downstream contents (contents which a client plat 
form receives from a server). That isin order to guarantee privacy and 
anonymitythe proxy service which is adapted for a user input exists. 
[0013] 

[Problem(s) to be Solved by the Invention]Howeverno known proxy services 
provide the practical intervention point of application (they are management of 
copyrightand service of use especially) of a manipulation-of-information policy. By 
the known mechanism which generally carries out a copyright policyas above- 
mentioned. Usually. [ whether a result which uses special "read-out" software by 
the client sideand spoils pleasure of the end user about contents is broughtand ] 
The policy operation function for which it depends on very restrictive contents by 
the server side will be usedand the contents which can appreciate an end user will 
be restricted. Client application for exclusive use has many faults from restriction 
by plat-form compatibility or application compatibility to a user's inconvenience. 
There are many weak points also in the system of a known server base from the 
problem of the granulation on management to the problem of the pliability of 
contents. 
[0014] 

[Means for Solving the Problem]Thenstructure for conquering the above problem 
was devised. In this wayaccording to the 1st side of this inventiona device which 
provides proxy service between one or more remote content providers who 
provide one or more client plat formselectronic contentsor information is provided. 
[001 5]A means for this device to receive a demand of a client plat form to a 
content provider's electronic contentand to interpretA means to receive data 
including at least one marker showing a location of the manipulation of information 
/ policy operation remote server which transmitted said demand to a content 
provider and was suitable for demanded contentsSaid one or more markers are 
interpretedWhen requirements for manipulation of information / policy operation 
service are satisfiedit has a means to transmit demand of transmitting a clearance 
contents version of said contents to said client plat forminstead of said client plat 
form. 

[0016]According to the 1st side of this inventiona method of providing proxy 
service between one or more remote contents servers which provide one or more 
client plat forms and electronic content is also provided. A step which receives 
and interprets a demand of a client plat form to electronic content of a contents 
server in this methodA step which receives data including at least one marker 
showing a location of manipulation of information / policy operation remote server 
suitable for contents required as a step which transmits said demand to a 



contents serverA step which interprets said one or more markersWhen 
requirements for manipulation of information / policy operation service are 
satisfieda step which transmits demand of transmitting a clearance contents 
version of said contents to said client plat forminstead of said client plat form is 
contained. 

[0017]According to the 2nd side of this inventionA device which provides proxy 
service between one or more remote plat forms adjusted so that electronic 
contents or information might be received from one or more client plat form and 
said one or more client plat forms is provided. This deviceAt least one marker 
showing a location of the manipulation of information / policy operation remote 
server to which data transmitted to a remote plat form fitted information which is 
typical information or contents with which said remote plat form is providedand is 
provided. A means to receive said data from a client plat form when containedA 
means to interpret said one or more markersWhen requirements for manipulation 
of information / policy operation service are satisfiedit has a means to transmit 
demand of providing said remote location with a clearance contents version of said 
information to suitable manipulation-ofHnformation policy operation service. 
[0018]According to the 2nd side of this inventionA method of providing proxy 
service between one or more remote plat forms adjusted so that electronic 
contents or information might be received from one or more client plat form and 
said one or more client plat forms is also provided. In this method. When it 
includes at least one marker showing a location of the manipulation of information 
/ policy operation remote server to which data transmitted to a remote plat form 
fitted information which is typical information or contents with which a remote plat 
form is providedand is providedA step which receives said data from a client plat 
formA step which interprets said one or more markersWhen requirements for 
manipulation of information / policy operation service are satisfieda step which 
transmits demand of providing said remote location with a clearance contents 
version of said information to suitable manipulation-ofHnformation policy operation 
service is contained. 

[0019]Thusthis invention provides proxy service which can be used as a relay 
point of a client plat form and various content providers accompanied by various 
right management policies or a manipulation-of-information policyThe content 
provider can carry out an original policy of his company certainly by it. 
Thereforethis invention provides proxy service which a client plat form and a client 
plat form can use as a relay point with various remote locations which transmit 
high information and individual information on confidentialityAn original policy about 
the confidentiality/anonymity of a client plat form is certainly maintainable by it. 
One proxy service according to this invention can be used for the two purpose. 
That issuch service can be adjusted so that both data received from a client plat 
form and data transmitted to a client plat form may be processed. 
[0020]This proxy service may be locally arranged on a client plat form. 
Howeverwhen a "client" is provided with a systematic network including two or 
more plat formsthis proxy service may be arranged at the center in the network. 



Or this proxy server may be arranged on a remote point of information technology 
networkssuch as the Internet. 

[0021] A contents server returns a data stream which answers a contents request 
from this proxy serviceand includes one or more markers. Detailed information 
(URLDOIetc.) of a location of other services of one or more which needs to have a 
dialog before proxy service transmits a duplicate of contents to a client plat form 
is included in a marker. As for such a marker being embedded at a data streamthis 
being recognizedand it being able to interpretit is preferred to be limited to a 
means for exclusive use provided inside proxy service. 
[0022]A client plat form in the case of a web browser etc.As for proxy 
servicewhen transmitting a contents request to manipulation of information / right 
management remote serverit is preferred to be adjusted so that data (session ID 
etc.) relevant to a client plat form may be included in a demand (directly or 
indirectly). Thereforemanipulation of information / right management remote 
server is provided with information about a client plat form. Detailed information 
peculiar to an end user can also be included in a demand (especially). When there 
are no special requirements relevant to manipulation of information / right 
management server for an end user and a client plat form to be another 
entitiesand for a client plat form converse with an end user. 
[0023]If manipulation of information / right management server receives a 
contents request from proxy service and verifies the legitimacy of a 
demandManipulation of information / right management server creates a clearance 
contents version of contentssaves this for a local or a remote specific location 
(temporarily [ if it can do ])and returns detailed information of said location to 
proxy service further. As for proxy serviceit is preferred that it can adjust so that 
detailed information of a location of a client plat form which saves a clearance 
contents version of contents may be transmitted. When specific requirements 
about manipulation of information / right management server are satisfied by 
thisthe client plat form can acquire a duplicate of said clearance contents. 
[0024]It cannot be overemphasized that a policy which manipulation of information 
/ right management server adopts is dependent on character of contents required 
as a content provider (a natural thing ******). It is also clear that a client plat 
form or an end user can relate and do manipulation of information / right 
management service. After operating information transmitted to a remote location 
from a client plat form by a proxy server and processing via suitable manipulation- 
ofHnformation service by thisit can transmit to said remote location. 
[0025] 

[Embodiment of the Invention]Hereone embodiment of this invention is 
explainedonly referring to attached Drawings as an example. 
[0026] Reference of drawing 1 shows the typical connection (one example) 
between the web browser 10 (accessible from a client computer plat form (not 
shown))the proxy server 12 according to this inventionand digital-rights- 
management (DRM) Web Service 14. This connection is usually made via 
information technology networkssuch as the Internet. The arrows 



122a33a44a4b4c4d56and 7 show the direction of the demand and response which 
are exchanged in the typical process described below between the web browser 
10the proxy server 12and DRM Web Service 14. 

[0027]In the first instancewhen peculiar session ID is generatedthe web browser 
10 logs in to the proxy server 12, Session ID is not recognized by the end user but 
is used for verification of a session in a next process. 

[0028]If the arrow 1 is referred tothe display side client 10i.e.a web browserwill 
require a network resource by showing the proxy server 12 a network address (for 
exampleURL and DOI). It cannot be overemphasized that the proxy server 12 can 
be arranged [ the network of a company or an organization ] also on the remote 
point of information technology networkssuch as the Internetalso also locally 
intensively to a user's workstation. 

[0029]The proxy server 1 2 uses an HTTP protocol and usually transmits the 
suitable network request to a resource to the contents server 16 (arrow 2). The 
contents server 16 usually exists in location with the another proxy server 12and 
returns resourcessuch as a Web page (arrow 2a). Generally a resource takes the 
form of an HTML file or a more general XML file. At the resource filethe thing 
similar to the markup tag which calls other resources is embeddedand it can 
acquire only by processing for exclusive use in which the manipulation-of- 
information policy or digital rights management which the proxy server 12 provides 
was followed. This kind of markup tag is described as a <DRM> object by this 
embodiment of this invention. Such a <DRM> object instance in a data stream with 
"open" others transmitted to the proxy server 12It has the attributes 
(URLDOIetc.) which refer to other Web resources which need to have a dialog in 
order for the proxy server 12 to embed and to check the location of the clearance 
(that isnot enciphered) version of a contents object. 

[0030]It cannot be overemphasized that the proxy server 12 is adapted for the 
markup tag embedded in the data stream received from the contents server 16. 
Even if the web browser 10 tends to acquire an immediate-data stream from the 
contents server 16without passing the proxy server 12 firstonly a portion with an 
"open" stream can recognize a browser. Thereforeneither recognition nor an 
interpretation can do a markup tag (that isthe web browser 10 disregards a tag). 
[0031]If a resource-data stream is received from the contents server 16the proxy 
server 12 will check the stream which received in accordance with a series of 
generated rulesand will detect one or more markup tags embedded at the data 
stream. The proxy server 12 is adjusted so that the property which shows the 
location of the "drm file" arranged at the remote point on the Internetfor example 
may be extracted from the tag text. Nextthe proxy server 12 requires the 
specified <DRM> file (one or more) (arrow 3)and receives (arrow 3a). In the <DRM> 
fileXML syntax may be usedfor example. The proxy server 12 extracts 
"contenttype" and "contentjocation" (for exampleURL) of a actual contents 
object (usually package-ized by the secure container etc.) from this file. 
[0032]This service interprets contenttype which usually uses "MIME" encodings 
(image/jpeg etc.)and compares it with one or more contenttype which registered 



this content.type into proxy service. If contenttype is one of the types registered 
into servicea "clear" tag structure returned to an end user will be determined. For 
examplewhen the package-ized contents are a MIME type image / jpegthe 
changed tag structure must be the format of "<img src- ... '>." That iswhen an 
end user enables it to use a resource (as a user to whom the registered user and 
the license were given)the proxy server 12 operates as follows. 
[0033]Hereit is required that the proxy server 12 should create a "clear contents" 
version peculiar to the session of the resource with which remote DRM Web 
Service 14 was specifiedand should return URL peculiar to a session (arrow 4). If it 
describes in detaildrm service Interface Division 18 will arrange the encryption 
version of a <drm> file to the enciphered content archive 20 in drm Web Service 
14 (arrow 4a). Nextthe contents archive 20 transmits the enciphered <drm> file to 
the decipherment component 22 which exists in drm Web Service 14 too. The 
decipherment component 22 decodes a file and creates a "clear contents" version. 
This clear contents version uses a peculiar file name peculiar (it is temporary) to a 
sessionand a cash advance is transmitted and (arrow 4c) carried out to the clear 
contents cash 24 which exists in drm Web Service 14 too. It is transmitted to drm 
service Interface Division 18and a peculiar file name generates URL peculiar to the 
session of the resource which is not secureand transmits to the proxy server 12 
(arrow 4d). 

[0034]The proxy server 12 creates the contents stream (for exampleHTML page) 
changed using the format corresponding to MIME (in this case). A HTML page is 
reformatted so that URL of a meaning peculiar to a session which drm Web 
Service 14 provides may be specified. The reformatted HTML page is returned to 
the web browser 1 0 here (arrow 5). 

[0035]Nextthe web browser 10 requires the contents which are saved via the 
redirector service interface 26 into the clear contents cash 24 in drm Web Service 
14 and which are not secure (arrow 6). The demand of a browser comprises a 
query string who contains URL peculiar to an effective session only in the present 
browser session. Redirector service Interface Division 26 is compared with URL 
peculiar to a session described by the query string whom checks the present 
browser session and the browser 10 transmits. If a session is in agreement and 
the memory of clearance contents has a timeout rulewhen the term has not 
expiredredirector service Interface Division 26 transmits clearance contents to the 
web browser 10and the end user can use this. 

[0036]This invention is based on the new concept of intervention of a proxy 
baseand adaptation of contentsand provides the plat form which summarizes an 
interpretation and operation of a manipulation-of-information policy and a digital- 
rights-management policy. In the case of a porta! etc.especially this is effective. In 
such a situationa user needs to apply a policy by the consistent flexible method to 
the large-scale base of the relation which uses various display ring boundaries. If it 
puts in another way and this invention will be usedmanipulation-ofHnformation 
policies (policy of copyright useetc.) peculiar to a user can be consistently applied 
on the heterogeneous network of an organization. 



[0037]In the technique adopted by this inventionuser authentication and the 
process of approvaland actual mounting of policy operation of a mechanism are 
maintained independently intrinsically. By thisan organization or the contents 
service can manage an information policy using the company database of central 
control (when various policies are applied to various rolls of especially an in- 
housesuch as a site licence of the organization about an electronic journal). 
[0038]The above portion of a Description has described this invention in relation 
to the specific typical embodiment. Howeverunless it deviates from the pneuma 
and the range of this invention which are shown in the above-mentioned claimit is 
clear to a person skilled in the art for the various modification and change to be 
possible. Thereforeit is necessary to consider that does not mean restriction and 
this Description and Drawings mean illustration. 

[0039]This invention contains the following embodiment as an example. 
[0040](O It is a device which provides the proxy service (12) between one or more 
client plat forms (10) and one or more remote plat forms (16)(a) Receive and 
interpret the demand of a client plat form (10) to the electronic contents or 
information on a remote plat form (16)The function to transmit said demand to 
said remote plat form (16)and to receive dataOr (b) It has a means to perform 
both both [ either or ] which receive the data which is the typical information or 
contents with which said remote plat form (16) is provided from a client plat form 
(10)Said data includes at least one marker showing the location of manipulation of 
information / policy operation remote service (14) suitable for the information or 
contents required or providedWhen said one or more markers are interpreted and 
the requirements for manipulation of information / policy operation service are 
satisfiedsaid device(a) The function which transmits the demand of providing said 
client plat form with said information or the clearance contents version of 
contentsinstead of said client plat form(b) Said device provided with a means to 
perform both both [ either or ] which transmit the demand of providing said remote 
location with said information or the clearance contents version of contents to 
suitable manipulation-of-information policy operation service. 
[0041 ](2) The data stream which answers the demand of the information by proxy 
service (14) or contentsand includes one or more markers is returnedA device 
given in (1) in which the detailed information of the location of other services of 
one or more which needs to have a dialog before proxy service (12) transmits the 
duplicate of contents to a marker on a client plat form (10) is included. 
[0042](3) A device given in (2) which the marker is embedded at the data 
streamcan recognize a marker only by the means for exclusive use provided inside 
proxy service (12)and can be interpreted. 

[0043]A client plat form (4) In the cases of a web browser (10) etc. When 
transmitting information or a contents request to manipulation of information / 
right management remote service (14)A device given in either of (1) to (4) adjusted 
so that proxy service (12) may contain the data relevant to client plat forms 
(10)such as session IDin a demand. 

[0044](5) If manipulation of information / right management service (14) receives a 



contents request from proxy service (12) and verifies the legitimacy of a demandA 
device given in either of (1) to (4) which creates the clearance contents version of 
contentssaves for a local or a remote specific location (24)and returns the 
detailed information of said location to proxy service (12) further. 
[0045](6) A device given in (5) the clearance contents version of said contents is 
temporarily remembered to be. 

[0046](7) It is adjusted so that proxy service (12) may transmit the detailed 
information of the location of a client plat form (10) which saves the clearance 
contents version of contentsAs a resulta device given in (5) from which a client 
plat form (10) can acquire the duplicate of said clearance contents when the 
specific requirements about manipulation of information / right management 
service (14) are satisfied. 

[0047](8) It is the method of providing the proxy service (12) between one or more 
client plat forms (10) and one or more remote plat forms (16)(a) Receive and 
interpret the demand of a client plat form (10) to the electronic information or 
contents of a remote plat form (16)The step which transmits said demand to said 
remote plat form (16)and receives data(b) Both both [ either or ] which receive 
the data which is the typical information or contents with which said remote plat 
form (16) is provided from a client plat form (10) are includedAt least one marker 
showing the location of manipulation of information / policy operation remote 
service (14) suitable for the information or contents with which said data was 
required or provided is includedWhen the requirements for the step which 
furthermore interprets said one or more markersand service (12) of manipulation 
of information / policy implementation are satisfied(a) The step which transmits 
the demand of providing said client plat form (10) with said information or the 
clearance contents version of contentsinstead of said client plat form (10)(b) A 
method containing both both [ either or ] which transmit the demand of providing 
said remote plat form (16) with said information or the clearance contents version 
of contents to suitable manipulation-ofHnformation policy operation service (12). 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a flow chart showing the outline of operation of the typical 
embodiment of this invention. 
[Description of Notations] 
10 Client plat form 
12 Proxy service 

14 Manipulation of information / right management remote service 
1 6 Remote plat form 
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(a) 'Jt- h • h?*- A<D*?b*j&=1>x> 

(b) OTBUt- h • 75 y \*y *-Ulzmm2t\2>m 
• 75 v h7*-lxfr<E>&imzm&<D^-?ftfr5U*M 

izm Ltcm mk&/# y ->-nfss y =e- h • 7- ex© 

p/r— > a >^$-T'>&< .kfc 1 otf>^-;*j-£#A/r 
i>y> 

(a) BulB1t$BXt± 3Vf 'J T 7 • Zl>^>-y • 
/{-: ^3>^BufB^5'f7 , >h • 75-> h7*-Alc^ 
«r*4t^?B**«B^5-f7 , Vf- • 75> h7*- 

(b) SufB1f?BXt±=l>x> , y£D'5"J7' • a>T*/> • 

[|SBH.<Df¥«|SiH0J§] 
[000 1] 

s^5C^0Dti?BJ«ff<Ky h-r^m»:^7 

5-y h:7*-.M;:IKIT«. 
[0 0 0 2] 

46bs> mm. mwivfts*. tarn®, mm®. 0*® (trx 

^a-r^fc^t^Tsyv static <fco-nf«*n 
sasua:* &mo*iSitrjizft&(D&m. mm. mmo 

ssi^ ml zi^tfa— st • 7p75a 

<t 5 A£2£ft LiBf e: <k K <fc o TUflrr ZlcitW 
fHtm*## 5 nfc 5 •< -tr > X 

[0003] m*. mm®. x^fEflu «wftif©3> 



x > y * -r * -r — flsw ic % o r * t fc 

y, u=i- Kj£^»£&£©^jET-tt;i©J:5&m? 
=i>5 i > , yw(a a D D-/iStai5b^jfc^6^nTt^o urns 
-y h 9 - 7 l fcsr? =i > wmshmM iz It 

^^*WH*R6±r*ft«fB<i4R6»R©Bl*tElRlltT* 
[0004] xv^/b • a>x>yi±*a&«tyjb\ttt& 

ji^ti?>) . &m£LTmmztizmmz£.iL^tf&2> 

• 7py^^(ixv>^jU«a^ GMSttWHWbatfitc 
S^O SSSTSffllplfl 5 **. dW^li. a) 
#lcl*«^lc< <K?50D*iJI®6^jiLl\ b) g^lc« 
mftfrfr*. c) |a]f¥©=l>x> , >«-3.-+f-A' ; l*f^L 

[0 0 0 5] BES0£K£H:£5t<D 1 oliM i c r o s o f 
t Digital MediaSyste m6 s Sti'(tt 

[0006] — «gic, K*n©7 :; v > ''5?;ntfy«sstf«a 

affifflSnT^^x^^^WWJWl (DRM : D i g i 
tal rights management) tiffl 

;U^-tr*i7 , lc*7-tr;MbT^» 

[0007] mz.it. vrnftmrne 13811 9mzm 

>7-i-l*&1?h,tfWtL^<0T\ mfUis t«K 75 
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[0008] sijtov'X^ATHis ftmntr^T - y* 

-77h (Adobe PDFfta lottLT 

x-f* (Jg^pIfgS c o d e c ) , ^l/x^xVT 7 (7 

^ui^x-f tfx-< • y-iu mmusMy-i^t^t 

fc)b\ SHiTHi A dobe Acrobat (BSD 

x-f-or^fttAcrobat TM5fiMLT#S 

feKU C^XxATteE-f h • 

7*-77h (PDF) ©«felC«fc-aT«B*n*. O 

[0009] y^iMtWWWoyny^-r ^ *MMi 

m. mxmits tt««ifNf#aw3f**i (ipr) *« 

->-) £±3fr£— JtLte^v h7*-Atf>&l^ r# 
Ztc&bC)— nLtcZf'yv hX^-Ali^SL&lA, *-y 
fcX^-y 1-7^-A^^SLT^^iJiaiTT'ilAW^tf 

[oo 1 o] -tikic. ttig/^yiL- • ^x->icK*3^ 
>jz/-t ett«o fciwB© wJ8fXtt»a(co^T©?K 

[ooi 1] ^>7->'yG>7-<)WJ>-7~t&ifc<z>rzti> 

t^* ( r^p+->j t±x r^sic«^*n 
fcttEj . #J*.«, it£ L<&i^n>x> 

5, 9 9 6, 0 1 1§T-tt, *7h7-?^LT3V 
fcT a. — £ tfgttSX* x- $ frSfSSOx- * *y -T 

X£fflffiT*5/;*xA»tf£^t^TSB2ELT^*o 
1 OODHflSagJfT'tt, -f htl«JE4"nfca> 
tfa— S»tfgttIS£Wo r I d WideWeb^-i>" 



a>£jgt#OT#tl?l*«. JKH^m6. 119, 16 5 

<t-?5-<7'>hi:a)jt5l73[Rljifiy>^^-b-> h7'>7L 
tz<7^-<yy hicioT^T^ti^o 557a ft y >^ie<fc 

m\,zt^) s • a>r>7W7-fM 

y>-7", *JgE(IfiJfll&£\ 7*nti"9-/<-fflaao 
Xf-«58ST'$5. fte<577 - U^—>3>m 
2? > □ - K * ft =E i> x -;U K J; o Tffi«tO)Ji^S. 
= x-X-x**/k -i«fty7h7i7-/hf© 

[0 0 1 2] Xm&Vtf&S. 9 8 7, 6 0 6§IHi, ^ 
h • PVtfx-? • h 1 ?— ?#5y*— 

iCcfcoT^fi-nx P-*;U • ">^^T> h • =l>tfx 

-^yv-^r^^XxA^i-tlTt^o C©->XtAT 

i*> ttw±y < )\>*^m^tzy < )\>*t5.zv>'}>ts.^ 

ii*>1-OCDy'()l"5i<J>7ttt. f«FPl*n^+t^ r-X 

-c;u^ y >-?"g3S^p-*;u • Vz'^yy h • =i>tfx 

££>t|£-t± I S P-9— /«— (C7-fib*'J >-7"73iCA^ 

IHKtrtiT^«tf« -HKicc©a©7'r;u^y>^--y- 

-ki"7.^jllStr-t'Xli-?7-r7'> +>— PI 

^yy^ijiJSW^^vxhy-A- =i>x>'y (^^ 

— ¥>E«,^«iir^7 v c46^3.-+f-A73lC)SCSr^^P 
[0 0 13] 

[^ftW^LJc-Si-r^SBH] fcf;U KWO^p* 

-> • +^—t:'x^io^■r•nt J tSfg^lff?K | J->-coJlffl miz 
r-*s«L3&t\ ttaoDttsy, HttevftitoK'j 

T^gUa rgg^daLj V7h7i7*«iL p>x> 
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*te$T% # HfiM)-?— A-"*-*© 

S/XxAtcfc, ^Jl±©^t£©F<gBfr6P>x>7<z> 

[0 0 14] 

1 ©flOffitcfifoT, 1 -o5LitW&(0<7^-(T> h • 77 
7 h7*-i»<fcm?l$fcP>x773mtf«£lfirt* 
1 oXliffigfOD'Jt- h • PV^VV • 7D/W$ r <Z>fS 

[0 0 15] d<3!)S«ti. p>x>7 • 7p/W£'©* 
^P>x77t;:5rr*v-7-<7'>h • 777 K7*-A 

\y • 7p/W-?'Ij:3HbU gm£*ifcP>x77l;:ii8L 
3 V^bu!H'?5-<7 7 > h • 77 7 h?*— AlCj2S<ft~ 2> 

[0016] *^©mi owmfr'&iT. i o 

Xte*tS<Dy-7-l'7'7f-- • 777 h:7*-A<t:ir?PV 

Sifh5o *^ici±x p>^>7 • /t-<o«? 

P>7 1 > > >lc>l?fr*^7'r7 7 >H • 777 h7t-A© 
Sd^SfILT»e*R-r*7x7 7<iu h9SS**p>x 

>>y • +j— /t— maturs*?'??*:* ^iR*nfcpy 

^tsr-^SitVL^T-v^t. buIB 1 oXte^f 3£tf> 

?iJ7 • p>7 1 77 • A— -73 V£-fuiB77-l'7'V K • 
777 h7*-AlcgfflT£<t^7g3<£eyiBv-7--r7' 
> K • 77 7 byt-l+Kttte^TmiWtttT-vyft 

[0017] *.mw(on2(D®miz'&-?T, i 

3&0D?7'r7 7 > h • 777 h7^--A<tBUI31 
»©'?-5-<7'>h • 777 h7*-^5«?W6a> 
x77Xtett$g£§tfIX*<fc7tc!lill;*ttf;: 1 oxtiH 
SWJ^- h • 77 7 h7*-A<7)ra<D7P*-> • tC- 

• 75 7 h^^-^lcJMfs-r^x-^^BulBU^-h • 

h^^-Aicn^n^^M^ttigxiiPVT 1 



1 OCD-?-*l- ; &$A,T^-S%a-U:* bUIBx— 

SuIBI -PXtt^S<^-a-£ft?»*f S^IB^ 1WM* 
'J -7-HSS+t- fcfX©WMF3iE* nfclS^lCHij 
IBtSfBO^ 'J 7 • P VtW • M— -7 3 V^fufB'J =E— 

[0 0 18] * *«^©JB2©fliJffi^^oT. 1 
OXt±«»©<>7-<7'>h • 777 h7*-A<tBulB1 
OXl*1tiS©-77-<7 7 >h • 777 h7*-AA^6m? 
MSP V^V^Xlitt^gltlX^ <fc 7 ICPSI* tltz 1 
OXtiagSWJt- h • 77 7 h7*-A<DH©7n*- 

t*» 'Jt- h • 77 7 t-yt-L^lzmm-tZT-fft'J 
=E- h • 77 7 h7*-Afc^*n*»SiW&flWBX 
li P Vx >7TS o TS«* ft*1«ifc3S L/htf wme 
/*'J->— SlJfi'Jt— h • -9— : ^sV^* 
T y J>S< <fct 1 -3©^-*-^^trli^^s SulBx—? 
fcv-^-fT'V h • 777 h7*-A* N 5§ttlX?>77 L 7 
7*!:. SulBioX««»©^-*-^Kfi?r^X7 1 7 7 

fcJS-&lCBu!Btf$B©^ U7 7 • PVxV'y • A— 73 

BuiB'j^E-h • a^-zy 3>izm^r^>t^om^m 
wnmrnrp* u ->-siffi7- ^7iciM«-r^77- 7 7 

[0 0 19] d©ct7l::LTx *^l±-?7-f 7> h • 
77 7 h7*-A£«*&fcflJ«atf'J->-- ^1f«»fP 
/^^^-^•Pf^^^SP^xV^ • 7P/\~'T^<!:© c t J «t 
jS<t LTfUffiT*57P*-> • +>— tL'7^««U ^tl 
icJcoTPVx^'y • 7P/^^"lig«:©!4g©^ l J-> 
-^5tHtc|ISflT$*o fi^7T> *«Wtt^7^7>h 

• 77 7 h7*-At^7^7>l- • 77 7 h7^--/» 

t-h • n+- 1 . >3><tO!)cp«j^i:LTfJfflT'**7P 
• It— lfX*iMtU ^W:J:7T77'r7>h- 

777 h7*-A©««tt/H*tti=iar*a§©#u 

-7 • -tf-tfXli 2 0<D@MT-fiJfflT-**<, -7^t», C© 
t fc3S7-ki7ti:^7'r7> h • 777 h7*-A6^e 
J &m?* : r-Z£<7z>'<7~sh ' 777 h7*-Atc5S 

[0 0 2 0] *7a*-> • +t-kTXl4^ 77^7> h • 
77 7 h7*-A±lcp-*;l/lcBHSLTt.cfc^o t=f£ 
U r^^>TZ7Hj tfa»©7"7 7 K7*-A*$tr 
h9-^*i«*Wi. *7P*7 • 7 
-t'7«- ; 5-©*7 h^-^^O^'CMCgBBLTtxt^o 
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[0021] z\>t>v - *.yu*-s • +y 

-fcfXfrSCDPVxr-'ygSRKlSSLT 1 OXl*ai»CD 

-uizz\yTyvcD&&*&m?zmz*s%iTz>&m& 

£*ftW> 1 OXli«8t£,9— trXOP*- -> a ><75f¥«B 
1f$B (URL^»DOI5i:) <>^$*l£o ££0J:5&^ 

^ISMT*. »S«?T-#5©ti^P*-> • 9— tf7.4>rtge 

[0022] ^7'f7>^777h7t-Atf i Web 

+*■- /x-izziy^yymm^mmr^mz mmyim 
, ^p+v'-tc- eyitm&mzy^-fyyb 
-y^v vyt-kizymt^T-y (t7->a>i d 

StU^i, x> K • 3.—- *f-lCfflWflDi¥«Bltffl*^46*C 

fcttcitaiaiff/ttf'jeat)— A-icHii-rsifaj&s 

[0 0 2 3] flf ffit»fP/*t * v \*- tf?P+-> • 

m&.?zt. iiHBiflB/wuwwt- /t-ttsvxvy 

— 3b;UXl*'J^- h P-ir-i >a>lC«^L (7 

57p*-> • -9— tfXKigTo 7p*-> • 9— exte, 
PV^V^C^'JT 7 • P^vy • M— v'a 

2>yz"(~ry h • y^-v aodp-7-— ->a >cot¥ 

y^-uitrnt^y 'jy- □>x> , ><oa«t*«fliT* 
[0024] nHB»ff/«pj«a^-/«-ij«fflr*?K 

5) S^T*-nfcP>^>^05ttMlC«c#-r^Ol±*-5* 

• y^y K7*-ixXl*x> K • o.-+f— ^BHawtT 
ZZZt&mZfrT&Z. Z\<OZ.tlZ&-z>T. y^>^T 

y V - y^v \-y*—hds-^)^— V • Wr—-/ay\z 
3Mffl*n^1flE*^P*-> • +t-A-lt«toT»f?U 

t-h • P'7"—>a>tc2l'fS7^^o 
[0 0 2 5] 



[0 0 2 6] 01 &&!&TZt* We b^7^1 0 
(*5-f T> h • P>tfa— 9 • y^-y (D 

S^T) frST'-J'-trXRltl) , *&Wlz'ftifcyu*-y 
•9— M*-1 2. xv^MWJWl (DRM) Web9" 

-tf7 1 4©F«fl£>«I^&J&ffi (lOflfl) tf^JhT 

h7— ?£i>LT*Ttatl£<, ftfiPl, 2, 2a, 
3, 3a, 4. 4a, 4b, 4c, 4d, 5, 6, 7 
li, J.XTK!ESEt*»^M&7P-trXTWe b^^+f 

10, 7P*-> • 9— /t— 1 2, DRM Webtf-tf 

[0 0 2 7] >X^>7.T(i, m#W-t ^->a 

> I Dtf^fiE*nfcWja-pWe b^^^-tf 1 0#:/P* 
->--9- A-i 2tcp-?'-r>-r^o •bvv'avi di±x 

> K • a— •f-ictttt«*nr, t©7o-b7,T*t'r> 

[0028] £epi *&mtzt. ^.n-My^^yyv 

T35:to-5We b^5-7+f 1 0 li7P*-> • 9— A- 1 2 
IC*-;/ h?-? • T'KUT. (flIAtfU R L^DO I ) ^ 

7p+->-^-/\*-i 2ti, D.—v-o)y-yxT-~> 
3 yKP-2j;l/tcfc, h-7— ftcjft^ 

7-7©'J : E- h • <K-T> hlctiHKT*^<D«S--5^ 

[0 0 2 9] 7P*-> •IT— A-1 2tt, iiffitt, HT 
TP7Phajb^f£fflLT> 3VfV7-tr-/M6 

6P2) o pv^-vy •■9— A— 1 6«, ii^i±yp*>' 
• 9--A-1 2 <tt±!gU©P^-->a Vlc^SL, Web 

K-5?ft£ra>uv-x*ar (^en2a) . uv-x 

11, — JJglcHTML77'-r;UXl±J: , J— 0SM&XML7 

z-r^oDmsc^i:^,, 'jv—y - y 7 * Mz.it. ttxn'J 
v-xzvHf&T^-yy yy - * <?izmt 

wmftx 'j -y-y.it f-yy )^m<mmz^-z>tzmm(Dm 

? h i: n^So 7p*-> • 9—/^- 1 2 KjM<! 

fti^ffi© r^--^>j tsT-Z - y h U-Art^c^ 
J;-5^:<D RM^^i^ h • ^VX-Sf^Xli, 7"P 

• 9—/^-i 2A , ;a46^p>7 i v , y • xyvny 

odp^- -y a v^-SHSr 5fci6tc3tlS-r 
(DWe bUV-X^#gB-T^S14 (URL^fDOIS 
if) ^fii^TU^o 
[0 0 3 0] Z\yy-yy • 9— /<-1 66^§ttlX-pf= 
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?\z-?u**/ • *-A- 1 2trmfc-?2><Dlt-&?&Tt> 
tn\ **Dfc • -9— A- 1 2£jljgT2>£<!:& 

< We b 7*7 7*1 0tfpy5"-y7 • tr-A- I 6fr£> 
ESf-f • Xh'J-^lf LJc^iLT^ *77 

T'Srfcl^ (7$ y We b 7*7 7*1 ott*^*«t«r 

[003 1] 7p*-> • t»--/\"-i 2li=l>7 1 > , y • * 
-A*-1 6fr6'J V-X • 7 s —* • X h U -^Sltffi 

A=£5tfSL. 5 s -* • 7. h y-AlCtl&iiSflfc 1 OX 

-M-1 2(±, «a.Hf-f h±©U : E-h • <K 
-f > hlClHK^tl/c Td rm7 7"Okl CD^— >3 7 

*s r 7 p / * 2 6 a as r * «t 5 kms? 

tiT^5 0 7o+-> • -9- M-1 2 ttJSJEtfftfc 
<DRM>77^I/ (17J-X±) fciKRL (££P3) , 
"gllf* (5tEP3a) o <DRM>7 7-ni/7«\ flJ* 
«XML*t3££tefflLTt>Ja\> *P*v"*-M-1 
2te, £<D7;^>l/frS»lg©P>7"-7y • *7"-7*x7 
h (ilSStt-fe+aT" • P77""*&£*lcn°'y^-v*{t;;*rft 
Tl^S) CO" content_type" <fc" cont 
ent.location" (ffll^llfU R L) 

[0 0 3 2] dOD+t- a»tt" M I ME" XV 
P — K (image/jpegSfl Lfccon 
tent_type £I$*R Lv C®content_t 
y pe*7P*-> • f— bfXlcSSLfd 
content_type <tltK"5"-So content 
_typ efi<V— tl'XlcSSS-tlfw^-Y^tOI 7T£ft 
tt\ xv K • a—V-tciST r^UT'j ft*?*BKtf9fc 

sr^c ffliAtf. /N 0 -^^- v'^nfepv^v-yA^M i 

ME^Y*- -fy-y/ j pegCDH^ £M*nf=* 
^«Jttt* < i mg src='...'>" ©7t- 
hT&tt*i«'&6>&t\ o$y, x>K-a-+f- 

p*-7 • *— A- 1 2l±:^cDJ;5lcttf^-r*c 
[003 3] ZZ\T\ *P*->-*- A-1 2tts 'J=E 
-hDRM We b-9— t'X 1 46^i^?nfc l JV-7. 

3 >lnm^ CD y^P v^Wj A— v>"a V 
S-ffEEL, -tr^-Va Vicumrou R L^Itic^ 
"TS (&EP4) „ BL<IBiSTS£» drm-9— trx- 

•<V$— 7H"X1 8li<d r m>73"f;l/<0B6^fb/^ 
-i>'aV*drm We b+t-t'X 1 4f*9£DBg-§-ftP V 
t"->7 • 7-*<f72 OlCiH«-r* (5EETI4a) . & 

p>x> i y • 7-13*72 oit9%mt$ntz<d r 

m>77'fM> WJdrm Web^-t*7,14^ 



ic^s-r^SfttPv^-^-v h 2 2ics{i-r^o swip 

7<K-*7r-2 2ti. ^T^OU^WSELT^tf) r^ijy 
pv^yyj yS'-^av^fpfiE-r^c "r<07 ■JT'pvt- 
77 • A- v* a >lt. -b 7 a (— B$M%) 

m^(D7 7"()\'% 1 *&mLT. *»tt»Jd rm Web+t 
-tfx 1 4P»glc#?i-r^-5"J7 7 P>7 1 > , y • + •;/•"> n. 
2 4lcSfi*n (£EP4c) % +t-r»^n5. $ 
fcv m^oyy T -OU&li d r rrvtt-bf* • -<7*-7 1 

a 7HH0DU R L^LT7P+>' • *-M- 1 2U: 

as«T* ($^6P4d) . 

[0 0 3 4] 7P*-> • *- 1 2lt. (ZLOmS 
It) M I M E^JS<T)7*-V>y h^ifflLTlIJnfi: 
PV-xV'y • X HJ-A (ffi|5ttfHTML^-vO 
fiET^. 0 HTML'*— -7li, drm Web+J— tfX 1 

TML^-i oCT'Web777f1 0 KilJtt* 
(^EP5) o 

[0 0 3 5] We b75r?+f 1 Olid rm We 

4P'g©-5"J7'P>7 1 >"y • *fr>2 2 4 
ICJ^b*^ • tr-fcTT. • Y>'?-7i-X2 6^ 
L T Wtf IE ti ^ -b * =l T T S ^ P > > y * f ^5 

(sea 6) o 7'30+f(Dm$.ii. m^y^o-v ■ 

5/ a >©3!f T-^a^-fe -> a URL ^#tr* X 

y - ♦ x h «; >7T-«tfiE* u ^ u* ^ • *- tf 

X • -f^-7i-f7s2 6li. 

a V^EHSLT77*tf1 Otf^Sfi-T^^xy- • X I- 
U >-7"Ic§BkE* tl* -t y -> a >HI*0 URL <ttb^-r 
3o -b -> a V*" 1 — Si 7 X )T ' P >7 L >*y £0— B^IB 

'J^U7* • *-tfX • -f>^-7i-T7.2 
6tiWe b 7*7 7*1 Olc^'JT 7 • a>f>y*2Sfi 

[0 0 3 6] *^t±v 7°P*->^-X©^A<hP>7 
7 7 ©JlEE <k ^ 5 St L ^ft8: lc*OXNTfc »J . «"S»fP 

Sr«-7°7-y h7*-^Sftt5o dtili, 
^;l/*<t:*Wli-§-tc : ^Si , ]T*? ) o iia)«fc5^tt>5i;T-li. p 

-*- **sawi*fl6fflr ?.Kao7c*iss^- 
mmm^-y r - r 7-7±icp-*-iiw©ts$Bsi^y-> 

[0 0 3 7] *^TSffl-r^^5£T-l*. *Mfi<)t-P- 
*-|5SESIf KrI©*p tXi^ A-Xi»^* u 
««0jtl»O*«4:B:SiJKltl*LTL^. ilOilcia^ 
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A t ts.u-Mz^ts.^)i/—n<mmi^m^) 

[0 0 3 8] BS«a»WJ-X±(7)SB»Tliv *^lco^T 
[0 0 3 9] il(7)^ti, #J<hLT#©fg8Sff5!l£*# 

[0040] d) ioxii*nsttf>?5>r7 7 >h • 7^ 

7h7*-i* (10) £ 1 OXttJSSWJ h • ^7 
7h7*-/* (16) <DREI<7) • +f-kT7 (1 
2) ^St5glT$oT« (a) 'Jt-h-^ 
•v I-?*- A (1 6) iDtt^MSU^^V^XliltSBtc 
3>f-r^^ : 7-<7'> h • Zf3-y h7*-A (1 0) <Z>m& 
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